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Benefits of interaction and randomness so far:

* copture many languages beyond NP (colP, P™ PSPACE )
. delegod‘e comPu'i'ocl'ion (bounde.d—de.pH\ circuits )

Today we study another benefit: Zero Knowiepge .

In{lormally/ we seeK TIPs that pro+ec+ the privacy of the honest prover,
The honest prover shovld reveal no information beyond the necessary bit “xe "

We illustrate this notion via +the languoge QI={(GO,C.)| G.=G, }.
Recall thot GI is in NP : +he witness is any isomorphism between the grophs,
Hence there is o trivial TP: the TP prover cends on isomorphism Yo the TP verifier

CHALLENGE : what if the Isomorphism is o private input of the honest prover ?

How o desian an olternative IP for GI (achievin3 (_ovv\ple’reness oand Soundness)

Where +he honest prover reveals No information beyond (=G,



Interactive Proofs for Relations

A relofion is o set of instance-witness pairs R={(xw): ... }.

The corresponding languoge is LR):={x: 3 wst (xweR}

Lanauages can be viewed as relations with empfy withesses: C

Example: + GI as a language Lo = $(Go,G1): Go=Gi ),

L={x: .}
R={(x,1): 3

¢ QI_ GS a |’Q|Q+.|0Y\ qu = {((aolq|)/ 0-) . qo:c.(q|> }. NO+€ 'H")Q+ LGI=L(RGI)'

The definition of an IP directly extends from languages to relations .

def: (PV) is an IP for a relation R with

completeness error €. and Soundness error €5 this holds :

© completeness:
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Today we focus on the (more general) case of IPs for relations.
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Zero Knowledge against Honest Verifiers
An TP (PV) for a relation R is honest-verifier zero Knowledge (HVZK) i}

1 polynomial-fime probobilistic algorithm C (Known as the simulafor) such that

Y (xwleR  S(x) = View (P V x w) (= means equality as.distributions)

Here View (PV.x w) := (9,x,a.,,..,a,<) IS everything V sees when inferacting with P(x,w):

V's randomness ¢
Vs input instance x
Ps messages a,..,0,.

TNTERPRETATION
The honest verifier can simulate the inferaction by itself, without falking to the honest prover,

The simulafor captures this by sampling the honest verifier's view,
In particvlar, ¥ function { ¥(xweR F(S() = [(View(PV xw)) .

NoTes: « HV2K is a joint properTy of the honest prover P 2 honest verifier V,

(This is like the completeness property, also a joint property of P.and V.)

e HVZK ig Pl—esel—ved under  Sequential ond Para\\q\ repetition of the IP.



Honest-Verifier ZK for Graph Isomorphism [1/2]

0 :[h]~>[n]
st q°=0-(q,) — P((Co,6|)/0—)

Somple random
permufation @:[n]->[n].

qu)(q") H > /Sth an isomorphism
b befoi} = from G, to H

2513 ¥, HIV(G)

V((Go,G,))

/N

First we arque that this is an IP for GI.

CoMPLETENESS: Suppose that ((Go,G)) &) € Rip lie s:[nl=>[n]is st G, =5(G)) ).
If b=o: the prover sends Y= @ so the test HIY(G,) passes since H:= ?(Go).
I{ b=): the prover sends Y:=@oo, so the test HZY(G) passes since (9o5)(G,)=¢(Go) and H:= 9(Go).

SOUNDNESS: Suppose  thot (Go,G,) & Lq:=L(RGI)-

Then H (prover‘s Lirst mssage) con be isomorphic to at most one of Go and G, .

Any malicious prover gefs caught w.p.zl;.



Honest-Verifier ZK for Graph Isomorphism [2/2]

claim: (PV) is HVZK P((GoG), o) V((Go,G,))
Somple rand
proof:  Fix ((GoG.), ) € Reg . pg:mwm ?p':\[n]ﬁ[n].
The honest verifier's view is H:=0(G,) H >
((Go,G.), H,b,¥) b be{o)
where  « H equals  ¥(Gy) ?=={$:i-b:c°b=, ¥,  HZY(G,)

* b is a random bit
+ ¥ is o random permvfation on [n) ('\ndepet\du\’r of b)
Consider the following polynomial-time probobilistic algorithm :

S((Go,G)) = 4. Somple befo,},

Sample random permvtation ¥:[n]-[n].
Compute H:= Y(Gy).

Ovtpot ((GoG.), H,b,¥) .

SR

Since Go=4, , the output of S is eqvidisfribufed as Vs view, B



Zero Knowledge against Malicious Verifiers [1/3]

We can strengthen zero Knowledge to require that even verifiers V thot deviate

from the prescribed protocol cannot learn any information besides the bit “xe L(R).

How does the simulator S Know about the malicious verifier V7

+ existential simulation: ¥efficient V 3 efficient Sy ¥ (xw)eR SV(X)EView(P,V,x,w)
+ universal simulation: 3 efficient S ¥ efficient V ¥ (x,w)eR S(V/X)EViQW(P,V,X,W)
* *« black-box simulation: 3 efficient S ¥ eﬂficieﬁv ¥ (x w)eR SV(X) == View(P,V,x,w)

t ﬂng the simulator
<d‘l'her\s the property

S

=
L
[\

'—
st

Note that malicious-verifier 2K is a property of the honest prover P alone ,
( Compare with: completeness i of PRV ; soundness is of V; HV2K if of PRV. )

REMARK PreServin3 malicious-verifier 2K under I—epe’ri’rion of +he IP is +ricK7,

- Sequen'l'ial repe+i1'ion preserves aux'\\iary—'mpui' maliciovs-verifier 2K.
Vaux SV(X,aux)EView(P,V(avx),x,w) for existentiol simulation

The condition is s’rrenaH\en(d to { N .
¥ awx S(V,x,avx)EView(P,V(aux),x,w) for universal simulation
Black-box simulation supposts awxiliory inputs as is.

- Parallel rePd‘H'ion does NOT, in genera\/ preserve maliciovs-verifier ZK (assuming plavsible crypto).

This is even for black-box simulation .



Zero Knowledge against Malicious Verifiers [2/3]

We “'\OC\IS on BLAck-Box simulation:

3 efficient S ¥ efficient V ¥ (x,w)¢R Sv(x) = View(P Vxw)

What is “efficient ™ ?

~

Tdeally: V and § are polynomial-time probabilistic algorithms

Problem:  theorem [Barak Lindell 20021]:

I{ L hos an IP with round complexity K=0(1) , soundness error &= negl(n),
and S’ runs in polynomial time (for polynomia l-time V) then L € BFP.

Common workaround (+here are oH\erS)‘. S tuns in EXPECTED polynomial time |

RecaLL: Let A be a probabilistic algorithm. For any inpvi' X, +ime (A(¥)) is o random variable.
¢ (STRicT) Polynomia\ }ime meons Jc¢ st time(AX)) ¢ I,

* ExPECTED polynomial time means 3¢ st E[+ime(A()] < Ix1°.

llxl b S

E.q. ﬁme(A(X)) e_quods X1 .p. -4 and 2" W.P. -:-;,;l has E[time(A)]= |XI-"‘7"—' ¢Ix|,



Zero Knowledge against Malicious Verifiers [3/3]

An IP (PV) for a relation R is maliciovs-verifier zero Knowledge (Mvzk) i

1 expected polynomial-time probabilistic algorithm S (called the simulator) such that

Cand

¥ Polynomial-fime Pl’obo.biliS’ric V ¥ (xweR SVY(x) = \/iew(P,V/x,W)

This definition con be achieved (nhon-trivially).

We see an example in the next slide,

Even S0, one can estoblish LiMITATIONS on Round CoMPLEXITY <

‘H\QOI'QMZ SUPPOSQ L has o k- roond IP WI‘H\ £s=ne3\(r\) OJ\d (exped'ed po|ynomiod~+ime) SiW\Ulc\‘Hon-

e Tf K=2 then LeBPP (even for existential Simulation). < [0wn st 10 Golireich Oren 121
¢ I{: k=3 and Simulaﬁon S block box 'H\en Le BPP. <[ Goldreich Krawcayk 0]

« If k=0(1) , the IP is public-coin, and simulation is black box +hen LeBPP,

These motivate the study of Now-BLack-Box simulation,



Malicious-Verifier ZK for Graph Isomorphism

claim: (PV) is MVZK P((G.G),) V((Go,G,))
~ Somple random
proof: Fix ((Co,G,),o-)e Rer and V. permutation @:[n]->[n].
The view of the malicious verifier v is  H=0(G.) H 5
((GoG,), H,B,¥) b be {0}
where « H equals Y(Gg) V=={$:i—b:cob=, ¥ o HiIv(G,)
« b is distributed as V(H)

+ ¥ is o random permvtation on [n] (ir\de,penderﬂ' of b )

Consider the Following ExPECTED  polynomial-time  probabilishc algorithm

Sv((Go,G.)) =4, Somple be{o1}, SV((Go,G.)) runs in expected polynomial time:
I » 2. Somple random Y:(n]-[n]. Go= G, = H is independent of b

S vses V only - b is independent of b

0S o blacK-box 3. ComPU'\'e. H-="Y( Gy ). > P[B=bl="% > E[#rewinds)=2,

L, Give HtoV + Q'\'g- Y
> 9 SV((GoG) Lollows the desired distribution :

5. T8 Db +hen GOTO 1 . o e < !
-Q ¢ = q ~ fr[b:ol L‘L] = Br[b=0/\l)=b] = Py[L=O]°‘/1 = fr[i;=0]
6. Ovutput ((&o,q‘), H,bY) . P (b=b) 3 -

10



Limitations of Zero Knowledge

What happens more generally?

def: « Hvzk-1P = qll |an30a3es that have IPs with honest-verifier 2ero Knowledge

« (M)2k-IP = all lanquages that howve IR with malicious-verifier 2ero knowledge

simvlator does nethi "

y
Stroightforward:  BPP < MVZK-IP ¢ HVzk-IP < IP
Moreover, we proved thot GI € MVZK-IP (ond GI is not Known to be in BPP)

Q: Whot languages hove zero Knowledge TPs ?

theorem: Hvzk-IP € AM n coAM

(S'mce NP < coAM directly implies that coNP ¢ IPLk=0(D] which)
HQT\CQ we do not QXPQC']' +hat NP € HVZk-TP. 'Implies that the Polynomial Hie\’a\’Ch)’ Collapses  [Boppana, Histad, Zaches 1e1] .

So far we discussed PerFect Zero KwowLenge (P2k), where S(x) equals the verifier's view.
The obove limitation holds even for honest-verifier STaTisTicAL Zero Knoweeode (S2k)
Which relaxes +he requirement on +he simulator for the honest verifier:

require only that S(x) and View(PV,xw) are stafistically close |,

11



Intuition on the Limits of HVZK-IP

Suppose that (PV) is an HVZK IP for R.
Let S be the HVZK simvlator. We Know thet ¥ (xw)eR S(x) = View(PV xw),

Q: What does S(x) do if xgL(R)?

O $(x) ovtputs a view (g,x a,,.,0,) that is RESECTING (with non-negligible probability )

/ /000/

@ s outputs o view (¢ x a,.,0.) that is AccepTinG (but for a..negligible Probabili+y)

1€ option @ then L(R)e€BPP (in the weake\—"'m{in'\‘relyo?-\-en“ sense )t use +he simulator to decide .

T3 BPP machine Hhat decides- L on
Co Suppose that option @ bolds . infinitely mony (maybe not all) input sizes

OgservaTioN: X&LER) > S(X) and View(PV x w) are statistically far (for every w).

Indeed, soundness implies that View(PV xw) is accepting with small probability for every w.
xel ~xgL

There are public-coin 0(1)-round IPs for showing that S(x) and View(PVxw) ore d;se 2 fctr.

lemma: | € Hvak-IP — L € AMLK=0()] «— Tmplies that HV2(-TP € AM o oM
because. AMLK=0()]= AMLK=1]  [Baboi 15 .

lemma: | € HV2k-IP — L e AM[K=0(1)]

[For1'now [a8% ]
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Example: from HVZK-IP for Gl to IP for GNI

Consider +he HVZK IP for GI and its simulator:

R (GG, o)

Sample random

permufation ¢:[n]~>[n].

H==CP(Go)

if b=o
1)0 ::{goo‘ if b=|

V. ((GoG,))

be{o,}
H<Y(G,)

Sal(Go,G.)) =

4. Somple befo},
2, Somple random permutation W:[n]-[n],
3. Compute H:= v(Gy).

L, Ouvtpot ((GoG.), H,b¥) .

We proved thot if G, =G, then Sql((q,,,c;,)) = View(l%I,Vu,(Go,Q,)/ ).
IJG Goial then Sql((clo,qu)) still ovtputs accep'l'ina views but with a DIFFERENT distribution .
We can vse this fo recover the protocol for GNI (+he complement of GI) !

Paz((66,))

H= (g b

Sm—

Venz ((Go,Q.))
b «{o,}

permui‘oﬁ Ons
on vertices

H:= m(G,)

re |

/ \/GNI runs 'H\Q SiNU‘QTO" ‘FO" (PQI,VQI.) ar\d

then osks the prover to show that G,3,
by requesting o guess for the bit b,
Indeed H defermines b when Go# Gy,

H is independent from b when q,,-=- q,.



IPs with Computational Zero Knowledge

We still want 2ero Knowledge for NP (and more). What 4o do?

{Ax}xeg and {Bx}xeg st
One aPProQCh is COMPUTATIONAL ZERO KNOWLEDGE: ¥ poly-Size circvit Fah\'\ly I DnlaeN

| PI—[qu (Ax)':l] - E\'[DM(BX):'], = Y\Qa\ (‘x‘)

telax +he requirement on +he simulotor to

SY(x) and View(P,V,xw) are computationally close

T his leads 1o CorresPor\dina complex'rl'y classes: HVC2ZK-IP X MVczk-IP

Everything Provable is Provable in Zero-Knowledge

Michael Ben-Or Hebrew University
'I'hQ,Q“ " . + g:e: goll:iireich 'g‘ieihﬁol? ;Isracl h}stit(l:xte of Tecl;nology
em: .? 3 - —_ afi Coldwasser .L.7. Laberatory for Computer Science
‘ OWFS exis +\\Q'\ MVCZK IP I F Johan Hastad Royal Institute of Technology, Sweden
‘ Joe Kilian M.L.T. Laboratory for Computer Science
one-way functions Silvio Micali M.LT. Laboratory for Computer Science
Phillip Rogaway M.LT. Laboratory for Computer Science

We sKetch a weaker result:
Proofs that Yield Nothing But Their Validity or

+heorem : commitment schemes = NP & MVC2K-IP All Languages in NP Have Zero-Knowledge

Proof Systems
ODED GOILDREICH  SILVIO MICALT AND  AVI WIGDERSON

The limitations of [Goldreich Krawczyk 1996] and [ Barok Lindell 2002] hold even for CZK,

Circumven‘hng +he limrtations motivates the study of non-black-box universal simvlators.
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The GMW Protocol for 3COL [1/3]

Consider the NP- compld'e 3COL (groph 3-coloring) problem:
e Lip = {G=(VE): G is o 3-colorable %rmpk}

* Ryeop = 1(G,a) = 6:V—=1I3] is o 3-coloring of G=(VE) } 3-coloring of the

P not 3-colorable
¥ (i))€E. aj#a etersen groph

We study the Go\dreich—Micali—Wiaderson (GMW) ptotocol for c‘]raph 3-C0\omb’|\i1'y.
It is an MVC2K-IP for R,, . This yields MvCzk-Ifs for all of NP.

Main TOOL: COMMITMENT S-CHEMES' (for simplicity | non-inferactive )

A tuple CM = (cM.Commit, CM.Check) thet safisfies these properties:
* completeness: ¥meM Pr [CM.Check(em,m,pf)=1] (cm,pf) &« CM.Commit(m) ]=1 |
. PerFemL bindina: Veme® |[{meM: Jpfe O s4 CM.ChQQk(Cm,m,p(-‘)-’- '} =1.

o compu’rafional hiding: computationally close

Vmo,m,e M ; { cmo | (Cmo,P'FO)(" CM.Commi‘l‘(mo)} _;_ { cm, | (le,P‘“ )& CM‘Commi'l'(mu)}

ExAMpPLE : El Gamal commitment scheme

Note -
in every commitment scheme,
\ .
CM. Setup (1) — ;@,3{?) CM.Comrer(meQ)—?(cm,l—z CM.ChecK (cm,m,r) == hiding or binding must
r r
grovp of random qrovp where cm:= (% /M'h )€ ¢ cm; (gr,m-hr) bQ compui'aﬁonal
prime order 9 elements in

ond t-is random in Zq

15



The GMW Protocol for 3COL [2/3]

Sequential repetition of the GMW profocol

WQ dQSCl’ibQ the GMW P"O'I‘OCO' ‘FO\" gl"QPh B-CO‘OI'GJJ“H'}/, Feduces . soundness error while preserving MV2K,

P(G,a:V-[3]) V(G)

Sample tandom permutation @:[3]1-(3]

Permute colors: b:= oo

¥ veV (emyphv) e CM. Commit (by), (C"’v)veV>
) (i,)) «E
(bi,PFa,bs,Pﬁ‘z bibje [31 bi#b;

CM.CheeK(cm; b P") |
CM ChQQK(CMJ,bJ,PFJ) I

This profocol is an IP for Reop .

¢ ComP|e+€nQSS error £.=0 ¢ LIf a is o 3-Co|orin3 of q 'H\en, for every Permufai‘iOn P,
b is also a 3-coloring of G . Hence, ¥ (i,)eE, b and b; are distinct colors in [3],

* Soundness error £ = I-Ei Fix a maliciovs IP prover P. Let (&n )y be its commitments.
By perfect binding of (M (&), defines o partial coloring &:V — [3].
Since G is not 3-colorable, (" *F)EE sk ax=qQi (or one of oy or 4y is undefined).

ILf V sends (i*)¥) then P cannot convince V o accept,



The GMW Protocol for 3COL [3/3]

PG ,a:V—>[3]) V(G)

lemma: +he GMW protocol
Sample tandom permutation ¢:031->[3]

]Co" RscoL satisfies (2K, Permute colors: b:= Poo
VVG.V; (CMV,PFV)(_ CM.COmmﬁ (bv). (Cmv)vev>

We describe the simulator and (i,)) (i)« E
only sKeteh its analysis, (bisphi,bspli) i bie[3] bis by
. - PR CM.ChecK (cm; by, ph) |
Fix o 3-colorable graph G and a malicious TP verifier V. CM. ChecK (cmj, by, phy) 2 |
6= 1, Sample (i)eE.

2 Sample bi,bje[B] st bi*b;,.

3. ¥ veVA\{ijl, set by=1. EASY -

b, ¥ veV, (cmyph)e CM. Commit (by). the output of S'(6),

5. Gve (em)ev o V }o 9ot (1,7). if it halts, follows +he

6. IF (1,3)#C,3) then GoTO 1. desired distribution.

7. Ovtput (G, (emdev, (), (br,pic brpi) ) .

Haro: Does SY(4) run in expected polynomial-time (or een hait) ¢ Computational hiding of CM

implies that V cannot “force” (7,3)#(i)) too often. Al’3oir\3 this is delicate.
17



Zero Knowledge Beyond IPs

Zero knowledgz con be defined for other models of Probabilis’ric proof ,

The capobilities and limitations of zero Knowledge are (very) different in each setting .

ExamPIe: zero knowledge TA
An interactive argument (IA) is an IP whose soundness is reloxed to

computational sovndness (consider only malicioys provers that are efficient ) .

'l'hQOVQIYY OWFS —_> NP < MVZK-IA Tdea: modipy +he GMR proi'owl Yo use CM +that
is perfectly hiding 8 computationally binding.

Exo\mF\e: Podersen commitment scheme

Example: 2ero Knowledge MIP
A multi-prover inferactive proof (MIP) is o generalization of an IP where

t+he verifier interacts with multiple non—communicahng provers.

Malti-Prover Interactive Proofs:

'H\QOI‘QN\'. MVZK-MIP = M\P How to Remove Intractability Assumptions
Michaal Ben-Oc* Shaf Goldwasser” Jor Kilan® Avi Wigdarson®
Hebrew University MIT MIT Eebrew University

C ryp'\'ography I I’e.Placed by a Phys'\uﬂ stumpﬁon (+he provers cannot commvnicate)

One ingredient of the theorem: unconditional commitments in the MIP model.

18
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